How to Register for the
FOIA/OMA Training Portal



The FOIA and OMA electronic training created
by the Public Access Counselor for FOIA
officers, elected and appointed officials, and
Open Meetings Act designees, is available on
the website of the Office of the Illinois Attorney
General:


https://illinoisattorneygeneral.gov/open-and-honest-government/pac/pac-training/

Individuals who are taking FOIA or OMA training for the first time since
December 2021 must first register an account on the training portal. To do so,
click the arrow following “Register for FOIA/OMA Training.”
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Get Connected:

Leah Bartelt, Public Access Counselor
Office of the Attorney General

500 S. 2nd Street

Springfield, lllinois 62701

Phone: (877) 299-3642

Fax: (217) 782-1396

E-mail: public.access@ilag.gov

Training portal technical support: pactechnicalsupport@ilag.gov




On this registration page, you will be asked to provide your email address,
select a password for the training portal, select your own security question and
answer (if you need to reset your password in the future), and provide your title,
position, name, and contact information.
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Account Information

* Email: We recommend you use the email address issued by your
public body. If you do not have a public body email address, you
may use a personal email address.

»If you receive the message “Email is already registered” then you or
someone has already created an account on this portal.

e Password: Passwords must be

= At least 8 characters long

" |nclude at least one upper case letter, one lower case letter, one number,
and one special character (!, @, $, etc.)

= Cannot include first name, last name, or part of email address



Security Information

* Security Question: Your question to yourself must be at least 4
characters long and can include spaces and a question mark.

=» Your question cannot include an apostrophe (’), such as “Mother’s
maiden name?” or “First dog’s name?” You will receive the message that
your question has an Invalid Format. Please reword your question.

* Security Answer: Your answer must contain at least 4 characters,
and can include uppercase letters, lower case letters, and
numbers.

* |f your security question is “Name of first dog?” and your first dog’s name

was “Max,” your answer is too short, so you must choose a different
answer, or different question and answer combination.



Registration Information

* Title: This is your title with your public body. Examples include:
* Clerk, Deputy Clerk, Records Manager, Administrative Assistant
* Trustee, Commissioner, Alderperson, Board Member, Mayor, President
* These are just examples - list whatever title you hold with your public
body.
* Position: Select FOIA Officer, OMA Designee, Public Body
Member, or General Public

* An OMA Designee is someone who has been desighated by the public
body to receive annual training on OMA. If you are an elected or appointed
official for your public body but you have not been told that you are the
OMA designee, select “Public Body Member” as your position.



Registration Information

* Name: Enter your first name, middle initial (optional), and last
name

* Public Body: Enter the name of the public body for which you are
the FOIA officer or an elected or appointed official. Examples
Include:

* City of Westfield; Village of Southland; Town of Lakeside
 East Township; North County; Westside Sanitary District

* River Community College Board of Trustees; Westlake School District 618
Board of Education

* City of Westfield Zoning Board of Appeals; Town of Lakeside Advisory
Board for Community Affairs

- If you are taking this training as a member of the general public, please
enter “general public.”



Registration Information

 Address/City/State/Zip: Enter the contact information for your
public body

* Phone numbers: If you have a phone number for a phone issued
by your public body, enter that number. If not, you may enter a
personal phone number

Click “Register”

* If any of your entries do not meet the requirements of the field, a
yellow arrow will pop up and notify you that the format is invalid. A
blue box labeled “Need Help?” will also appear. Click that box to
read the requirements for each field.



Once you have successfully completed registration, a confirmation box
will appear that displays your name, email address, public body, and the
title you selected.
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The next step is to use the email address and password you entered at
registration to login to the portal. Click the arrow following “FOIA/OMA
Training Portal” to proceed.
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Get Connected:

Leah Bartelt, Public Access Counselor

Office of the Attorney General

500 S. 2nd Street

Springfield, lllinois 62701

Phone: (877) 299-3642

Fax: (217) 782-1396

E-mail: public.access@ilag.gov

Training portal technical support: pactechnicalsupport@ilag.gov
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Enter your email address as your username, and the password you
entered at registration, then click “Sign In.” Please make sure you have
typed your password in the password box.

M@ M 4§ PaCTrzining x BEE

FOIA/OMA Training Portal <

cccccccc

Password




The system will prompt you to set up multifactor authentication. This process
protects your data and our system. You can select one of five methods. We suggest
using SMS Authentication, which will send a code to your mobile phone, or Email
Authentication, which will send a code to your registered email address. Click the
“Setup” box under your selected factor.




The next screen will confirm your selection (SMS Authentication, Email
Authentication, or another choice). If you selected Email, you will see
this screen. Click “Send me the code.”
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If you selected SMS, you will see this screen. Enter your mobile phone
number, then click “send code.”
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The screen will then ask you for the verification code you received via text or email. Check your texts
or email account for a message from Okta Verify. Enter the code you received in the “Verification
Code” or “Enter Code” box, and then click “Verify.”
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Set up multifactor authentication

You can configure any additional optional factor
or click finish

Enrolled factors

Email Authentication

Additional optional factors

e Okta Verify
Use a push notification sent to the
mobile app.

Google Authenticator
Enter single-use code from the
maobile app.

SMS Authentication
Enter a single-use code sent to your
maobile phone.

Voice Call Authentication
Use a phone to authenticate by
following voice instructions.

Finish

L Type here to search




You are now in the FOIA/OMA Training Portal. To start training, click “FOIA and OMA
Training” in the blue bar.
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Leah Bartelt

FOIA and OMA Training Edit your Profile f Logout

Welcome to the PAC Training Portal

What you can do here:

Review and print your training certificates,
Start a new OMA or FOIA training.
5 previously started training.
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If the system did not automatically send you to this screen, then click the arrow following the
FOIA/OMA Training Portal, enter your username/email address and password again, click “send
me the code,” enter the verification code, and you will access the portal.



The next screen will ask whether you would like to start the FOIA Training
module or the OMA Training module. Click the blue arrow under “Action”
to start your selected training.
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The training module you have selected will appear. Read the information
and advance the training by clicking “Next.”
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2024 Freedom of Information Officers’ Training
WELCOME
The Public Access Counselor (PAC) in the Attorney General's Office has developed this annual training program, as required by the Illinois

Freedom of Information Act (FOIA). The training includes a review of the basic requirements of FOIA, identifies changes to FOIA since the
last training update, and provides hypothetical questions to assistin learning to apply FOIA to factual situations.

FOIA requires every public body te designate one or more officials or employees to act as its FOIA officer(s) and requires every person
who is designated as a FOIA officer to successfully complete this electronic training curriculum within 30 days after assuming the position,
and again each year that he or she continues to serve




Once you have completed training, your certificate will be available on the FOIA and
OMA Training page. Click “FOIA and OMA Training” to return to the main portal page.

Under “Training in progress and completed” click the icon in the “Action” column for
the applicable training certificate you wish to view.
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Your certificate will appear. Click the printer icon to print or the save icon to save an
electronic copy of your certificate. If you are an elected or appointed official who

completed OMA training, make sure you provide a copy of your certificate to your
public body for its records!
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t Office of the Attorney General
State of Illinois

Certificate of Completion

Your name and title here!

Has successfully completed the
Freedom of Information Act training.

Version: 2024 - FOIA Training




Thank you for completing training!

If you were unable to complete the registration and sign-in process, please
contact public.access@ilag.gov or leave a voicemail message at 877-299-
3642 and a member of the Public Access Bureau will respond to you.

If you have forgotten your password FOI/ONA TrairgPora :
or your accountis locked, click

“Need Help Signing In?” and follow

the instructions. If you are unable to

resolve the problem, please contact

our Technical Support team at

pactechnicalsupport@ilag.gov. —

Send your email from the account

you used when you registered.
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