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Dear Ms. Vinicky, Mr. O'Connor, Mr. Fusco, Mr. Lurz, Ms. Korecki, a'nd Ms, Petrarca:

This is a binding opinion issued by the Attorney General pursuant to section 9.5(f)
of the Freedom of Information Act (FOIA) (5 ILCS 140/9.5(f) (West 2014)). For the reasons
discussed below, this office concludes that, although the Village of Doxfzvners Grove (Village)
provided copies of some records and substantial additional information|in a supplemental

response and properly applied exemptions to portions of various records that it continues to
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withhold, it violated the requirements of FOIA by improperly redacting and withholding other
information related to a criminal complaint filed by a then-public official.

BACKGROUND

This binding opinion addresses five FOIA requests seeking the same or similar
records, each of which the Village denied in part asserting the same basés Because the Requests
for Review present common issues, this office has consolidated these ﬁles for determination in
this binding opinion. - |

2016 PAC 43168 I

On July 25, 2016, Ms. Sarah Mueller submitted a FOIA Lequest to the Village
seeking "[a] copy of all police reports filed by Ron Sandack of Downers Grove between July 1,
2016 and July 24, 2016. "l On July 26, 2016, the Village's Police Records/Informatlon Manager
responded by providing a copy of an incident report but redacted most of the information therein
pursuant to sections 7(1)(b), 7(1)(¢), and 7(1)(d)(vii) of FOIA (5 ILCS 140/7(1)(b), (1Xc),
(1)(d)(vii) (West 2015 Supp.)) The response also stated that " [1]nvest1gat1ve supplements have
not been completed as of the date of this response and that " [e]v1dent1ary documents are denied”
pursuant to sections 7(1)(c) and 7(1)(d)(vii) of FOIA.? On July 26, 2016 Ms. Mueller submitted
a Request for Review, on behalf of National Public Radio (NPR) Ilhnms disputing the redaction
of the mformat10n in the narrative of the complaint, the type of 1nc1dentI and the offense
classification.’

|

On August 3, 2016, the Public Access Bureau sent a copy of the Request for
Review to the Village's Police Department and asked it to provide unredacted copies of the
police report at issue for this office's confidential review together with :1'1 detailed explanation of
the factual and legal bases for the applicability of the sections 7(1)(b), 7(1)(c), and 7(1){(d)(vii)

excmptlons to the information redacted from the complaint as well as to the redactions of the

'Village of Downers Grove FOIA 1-Request form submitted by Sarlah Mueller (July 23, 2016).

?Letter from Tracy Adams, Police Records/Information Manager, Village of Downers Grove, to
Sarah Mueller (July 26, 2016).

*E-mail from Sarah Mueller, Reporter, NPR lllinois, to Public Access (July 26,2016). Ms.
Mueller also questioned why she was required to submit photo identification in orderlto file a FOIA request with the
Village. The Public Access Counselor's authority under FOIA is limited to rewewmg denials of FOIA requests, See
5 ILCS 140/9.5(a) (West 2014). Because Ms. Mueller did not refuse to prowde photo identification and because the
Village did not deny her request for failing to do so, this office is unable to review that issue. However, this office
notes that no provision of FOIA authorizes a public body to require a requester to prowde photo identification as a
prerequisite to filing a FOIA request.

|
|
|
|
|



Ms. Amanda Vinicky et al.
November 7, 2016
Page 3

type of incident and the offense classification.* On August 5, 2016, the |V111age Attorney
furnished those materials to the Public Access Bureau in a consolidated response to the Requests
for Review in 2016 PAC 43184, 43186, and 43193 (Consolidated Response) On the same day,
this office forwarded a copy of the non-confidential portions of the Vrllage s Consolidated
Response to Ms. Mueller;® she did not reply. }

On September 8, 2016, this office received from the Villége a supplemental
response in which it asserted that the information redacted from the inci'dent report should
remain confidential based on Mr. Sandack's rights as a crime victim under article I, sections
8.1(a)(1) and 8.1(a)(2) of the Illinois Constitution of 1970 (Supplemental Response to PAC)
On September 8, 2016, this office forwarded a copy of the Supplemental Response to PAC) to
Ms. Mueller;® she did not reply. |

|
2016 PAC 43184 ‘

On July 25, 2016, Mr. John O Connor on behalf of the Assomated Press,
submitted a FOIA request to the Village's Police Department seeking “a copy of any report filed
by Ron Sandack or involving alleged cyber-security threats or fraudulent impersonation using
social media since July 1, 2016." On July 26, 2016, the Village's Pohce Records/Information
Manager responded by providing a copy of an incident report but redacted most of the
information therein pursuant to sections 7(1)b), 7(1)(c), and 7(1)(d)(vi1) of FOIA. The response
also indicated that investigative supplements had not been completed, a'nd that evidentiary

documents were withheld pursuant to sections 7(1)(c) and 7(1)(d)(vii) of FOIA.' On July 26,

*Letter from Steve Silverman, Bureau Chief, Public Access Bureau, Office of the Attorney
General, to Tracy Adams, Police Records/Information Manager, Downers Grove Police Department (August 3,
2016). i

. , |

3Letter from Enza Petrarca, Village Attorney, Village of Downers Grove, to Steve Silverman,
Bureau Chief, Public Access Bureau, Office of the Attorney General (August 5, 2016).

% etter from Steve Silverman, Assistant Bureau Chief, Public Accet';s Bureau, Office of the
Attorney General, to Sarah Mueller (August 5, 2016). %

"Letter from Enza Petrarca, Village Attorney, Village of Downers Grove, to Steve Silverman,
Bureau Chief, Public Access Bureau, Office of the Attorney General (September 8, 2(|)16).

$Letter from Steve Silverman, Bureau Chief, Public Access Bureaul Office of the Attorney
General, to Sarah Mueller (August 5, 2016).

“Letter from John O'Connor, Associated Press, to Downers Grove Potice Department (July 25,
2016).

L etter from Tracy Adams, Police Records/Information Manager, Village of Downers Grove, to
John O'Connor - AP (July 26, 2016).
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2016, Mr. O'Connor submitted a Request for Review asserting that the rleport was excessively
redacted and requested that this office direct the "Downers Grove Police Department to disclose
all relevant and public information under FOIA.""

On August 5, 2016, this office forwarded a copy of the non-confidential portions
of the Village's Consolidated Response to Mr. O'Connor."> On August 9, 2016, Mr. O'Conror
submitted a reply in which he disputed the redaction of information in several specific sections
of the incident report."> On September 8, 2016, this office forwarded a |copy of the Supplemental

Response to PAC to Mr. O'Connor.™ He did not reply to the Supplemelntal Response to PAC.

2016 PAC 43186
On July 26, 2016, Mr. Chris Fusco, on behalf of the Chic!'ago Sun-Times,

submitted a FOIA request to the Village "seeking to review and/or obtain copies of any police
reports, audio and/or video recordings, and/or any other records involvi'ng incidents since Jan. 1,
2016 — including but not limited to cyberhacking — involving state ch.! Ronald Sandack, whose
home and office are in Downers Grove."'> On the same day, the Village's Police
Records/Information Manager responded by providing a copy of an incident report but redacted
most of the information therein pursuant to sections 7(1)(b), 7(1)(c), an:d 7(1)(d)(vii) of FOIA;
the response also stated that investigative supplements had not been comg)leted, and denied
evidentiary documents under sections 7(1)(c) and 7(1)(d)(vii) of FOIA.'® On July 27, 2016, Mr.
Fusco submitted a Request for Review in which he questioned whether|the information that was
redacted and withheld is exempt from disclosure under FOIA.!

YL etter from John O'Connor, Associated Press, to Sarah Pratt, Public Access Bureau, Office of the
Attorney General (July 26, 2016).

12] etter from Steve Silverman, Assistant Bureau Chief, Public Access Bureau, Office of the
Attorney General, to John O'Connor, Associated Press (August 5, 2016).

BLetter from John O'Connor, Associated Press, to Steve Silverman|, Bureau Chief, Public Access
Bureau, Office of the Attorney General (August 9, 2016).

1L etter from Steve Silverman, Bureau Chief, Public Access Bureau, Office of the Attorney
General, to John O'Connor, Associated Press (September 8,2016).

'*E-mail from Chris Fusco, Staff Reporter, Investigations/Projects, IChica(ge;o Sun-Times, to FOIA
Officer, Village of Downers Grove (July 26, 2016).

18 etter from Tracy Adams, Police Records/Information Manager, Village of Downers Grove, to
Chris Fusco, [Chicago] Sun-Times (July 26, 2016).

E-mail from Chris Fusco, Chicago Sun-Times, to Public Access Counselor, Illinois Attorney
General (July 27, 2016).
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On August 3, 2016, the Public Access Bureau sent a copy of the Request for
Review to the Village's Police Department and asked it to provide unredacted copies of the
records that were redacted and withheld for this office's confidential rev|1ew together with a
detailed explanation of the factual and legal bases for the applicability of the sections 7(1)(b),
7(1)(c), and 7(1)(d)(vii) exemptions. This office also asked the Vlllage s Police Department to
clarify in its response the reasons for withholding mvestlgatlve supplemlents that had not been
completed at the time of the response to the FOIA request.’ i
On August 5, 2016, th1s ofﬁce forwarded a copy of the non-confidential portions
of the Village's response to Mr. Fusco.”” On September 8, 2016, this office forwarded a copy of
the Supplemental Response to PAC to Mr., Fusco.?’ He did not reply to either response.

2016 PAC 43193 |

On July 26, 2016, Mr. Nathan Lurz, on behalt of Shaw I\(Iedia submitted a FOLA
request to the Village seeking copies of "[a]ny police reports involving |former IL State Rep. Ron
Sandack filed in the past six months, including any legally releasable ongoing cases|. ]"21 On

July 27, 2016, the Village's Police Records/Information Manager responded by providing a copy
of an incident report but redacted most of the information therein pursuant to sections 7(1)(b),
7(1)(c), and 7(1)(d)(vii) of FOIA. The response also stated that mvestlgatwe supplements had
not been completed, and that evidentiary documents were withheld pursuant to sections 7(1)(c)
and 7(1)(d)(vii) of FOIA. 2 On July 27, 2016, Mr. Lurz submitted a Request for Review
questioning whether the information redacted from the incident report 1s exempt from disclosure
under FOIA. 2 ‘

On August 3, 2016, the Public Access Bureau sent a copiy of the Request for

18] etter from Steve Silverman, Bureau Chief, Public Access Bureau Office of the Attorney
General, to Tracy Adams, Police Records/Information Manager, Downers Grove Pohce Department (August 3,
2016). |

1%L etter from Steve Silverman, Assistant Bureau Chief, Public Accéss Bureau, Office of the
Attorney General, to Chris Fusco, Staff Reporter, Chicago Sun-Times (August 5, 20 1i6).

201 etter from Steve Silverman, Bureau Chief, Public Access Burealll, Office of the Attorney
General, to Chris Fusco, Staff Reporter, Chicago Sun-Times (September 8, 2016}, |

2Village of Downers Grove FOIA 1-Request form submitted by Nlathan Lurz (July 26, 2016).

|
2 etter from Tracy Adams, Police Records/Information Manager, Village of Downers Grove, to

Nathan Lurz, Suburban Life (July 27, 2016).

BE-mail from Nathan Lurz to Public Access (July 27, 2016).



Ms. Amanda Vinicky et al.
November 7, 2016
Page 6

Review to the Village's Police Department and asked it to provide an unlredacted copy of the
police report together with a detailed explanation of the factual and legal bases for the

applicability of the sections 7(1)(b), 7(1)(c), and 7(1}(d)(vii) exemption's to the information that
was redacted.*

On August 5, 2016, this ofﬁce forwarded a copy of the non-conﬁdentlal portions
of the Consolidated Response to Mr. Lurz.®> On Se tember 8, 2016, this office forwarded a copy

of the Supplemental Response to PAC to Mr. Lurz.?® He did not reply {o either response.

2016 PAC 43370
On July 25, 2016, Ms. Natasha Korecki, on behalf of Pohtico Illinois, submitted a
FOIA request to the Village seeking a "copy or copies of any police re ort filed by Ronald
Sandack (state Representative) from March[ ] 1, 2016 to the present.” On July 26, 2016, the
Village's Police Department responded by prov1d1ng a copy of the report but redacted
information pursuant to sections 7(1)(b), 7(1)(c), and 7(1)}(d)(vii) of FOIA. The response also

stated that investigative supplements had not been completed, and that evidentiary documents

were withheld pursuant to sections 7(1)(c) and 7(1)(d)(vii) of FOIA. 2 |On August 7, 2016, Ms.
Korecki submitted a Request for Review questioning Whether the 1nformat10n that was redacted
from the report is exempt from disclosure under FOIA.” : |
|
On August 11, 2016, this office sent a copy of the Requef:st for Review to the
Village's Police Department and asked it to provide a detailed explanation of the factual and

legal bases for the applicability of the sections 7(1)(b), 7(1)(c), and 7(l|)(d)(vii) exemptions to the

*Letter from Steve Silverman, Bureau Chief, Public Access Bureau, Office of the Attorney
General, to Tracy Adams, Police Records/Information Manager, Downers Grove Police Department (August 3,
2016). |

*{ etter from Steve Silverman, Assistant Bureau Chief, Public Acclss Bureau, Office of the
Attorney General, to Nathan Lurz, Reporter, Downers Grove and DuPage County, Shaw Media (August 5, 2016).

etter from Steve Silverman, Bureau Chief, Public Access Burea1|1 Office of the Attorney
General, to Nathan Lurz, Reporter, Downers Grove and DuPage County, Shaw Mele (September 8, 2016).

*E-mail from Natasha Korecki, POLITICO Illinois Playbook wrltelr/Pohtlcal reporter, to FOIA
Officer (July 25, 2016). |

|
L etter from Tracy Adams, Police Records/Information Manager, Village of Downers Grove, to
Natasha Korecki - Politico (July 26, 2016).
|

*E-mail from Natasha Korecki, POLITICO Illinois Playbook wrlterfPohtlcal reporter to Appeals
officer (August 7, 2016).
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information that was redacted from the report.”® On August 12, 2016, an Assistant Village
Attorney asked an Assistant Attorney General in the Public Access Bureau to send Ms. Korecki a
copy of the non-confidential portions of the Village's Consolidated Response that had previously
been provided to this office with regard to the other Rec!uests for Rev1ew On August 12, 2016,
this office sent a copy of that response to Ms. Korecki.*' On September 8 20186, this office
forwarded a copy of the Supplemental Response to PAC to Ms. Korecki.*? She did not reply to
either response.

Supplemental Response to FOIA Requests

On September 16, 2016, the Village issued a supplementlal response

(Supplemental Response) to each requester in which it disclosed some portions of the records

that had previously been denied and furnished additional records that w;ere generated or obtained
subsequent to its initial response. The Supplemental Response, however, indicated that other
portions of the records were still being redacted or withheld pursuant to sections 7(1)(b) and

7(1)(c) as well as section 7(1)(d)(v) (5 ILCS 140/7(1)(d)(v) (West 2015 Supp.)). In addition, the
response stated that "some records are being denied pursuant to a court lorder."

This office then received correspondence from Mr. O'C(lmnor,34 Mr. Fusco and
Ms. Tina Sfondeles,” Mr. Lurz,*® and Ms. Korecki®’ indicating that they continued to seek

review of the information that had been redacted and withheld in the Supplemental Response.

3L etter from Steve Silverman, Bureau Chief, Public Access Bureau, Office of the Attorney
General, to Tracy Adams, Police Records/Information Manager, Downers Grove Police Department (August 11,
2016).

*ILetter from Steve Silverman, Burean Chief, Public Access Bureau, Office of the Attorney
General, to Natasha Korecki, Politico Illinois, Playbook writer/Political reporter (Aug ust 12, 2016).

2] etter from Steve Silverman, Bureau Chief, Public Access Bureau, Office of the Attorney
General, to Natasha Korecki, Politico Illinois, Playbook writer/Political reporter (Sep|tember 8, 2016).

3L etter from Enza Petrarca, Village Attorney, Village of Downers Grove to "Requester”
(September 16, 2016). ‘

*E-mail from John O‘Connor AP, to [Steve] Silverman (September 16, 2016).

E-mail from Tina Sfondeles and Chris Fusco, Chicago Sun- Ttmes to Public Access Counselor,
Hllinois Attorney General (September 19, 2016)..

**E-mail from Nathan Lurz, Reporter — Downers Grove and DuPage County, Suburban Life
Newspaper (September 20, 2016). ‘

*'E-mail from Natasha Korecki, POLITICO Illinois Playbook writer/Political reporter, to Mary Jo
[Vail] (September 20, 2016).
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Ms. Amanda Vinicky, the Springfield Bureau Chief of NPR Illinois, adl/ised the same in a
telephone conversation with the Public Access Counselor. Therefore, oln September 22, 2016,
this office sent a letter to the Village and asked it to provide a detailed explanauon of the
applicability of sections 7(1)(b), 7(1)(c), 7(1)(d)(v) and the court order {o the information that
continued to be redacted and withheld, adding that the Village could 1n(|:0rporate by reference
any portions of its previous responses to this office which remained relevant 3% The letter also
asked the Village to furnish copies of any responsive records that were not previously provided
for this office's confidential review. I

On September 28, 2016, the Village provided a second supplemental response
(Second Sugpplemental Response to PAC) together with the additional records that this office had
requested.”” The response indicated that the Village incorporated the arguments set forth in its
previous responses to this office dated August 5, 2016, and September §, 2016. On September
30, 2016 thls office sent the non-conﬁdentlal portions of the Village's response to Ms.
lecky, Mr. O'Connor, ! Mr. Fusco,” Mr. Lurz,** and Ms. Koreckl None of the requesters
replied to the Second Supplemental Response to PAC. |

On September 23, 2016, pursuant to section 9.5(f) of FO!IA, this office extended

the time within which to issue a binding opinion by 30 business days inf Requests for Review

3L etter from Steve Silverman, Bureau Chief, Public Access Bureau, Office of the Attorney
General, to Enza Petrarca, Village Attorney, Village of Downers Grove (September 2i2, 2016).

|
*Letter from Enza Petrarca, Village Attomey, Village of Downers Grove, to Steve Silverman,
Bureau Chief, Public Access Bureau, Office of the Attorney General (September 28, ?016).

L etter from Steve Silverman, Bureau Chief, Public Access Bureau, Office of the Attorney
General, to Amanda Vinicky, WUIS-130 (September 30, 2016). |
4L etter from Steve Silverman, Bureau Chief, Public Access Bureax!l, Office of the Attorney
General, to John O'Connor, Associated Press (September 30, 2016). |
|
121 etter from Steve Silverman, Bureau Chief, Public Access Bureau, Office of the Attorney
General, to Chris Fusco, Staff Reporter, Chicago Sun-Times (September 30, 2016). i
“Letter from Steve Silverman, Bureau Chief, Public Access Bureau Office of the Atorney
General, to Nathan Lurz, Reporter, Downers Grove and DuPage County, Shaw Mele {September 30, 2016).
“Letter from Steve Silverman, Bureau Chief, Public Access Bureau Office of the Attorney
(General, to Natasha Korecki, Politico [llinois, Playbook writer/Political reporter (September 30, 2016).
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2016 PQC 43168,% 2016 PAC 43184,* 2016 PAC 43186,*7 2016 PAC|43193,* and 2016 PAC
43370,

ANALYSIS ‘

"It is a fundamental obligation of government to operate|openly and provide
public records as expediently and efficiently as possible in compliance with [FOIA]." 5 ILCS
140/1 (West 2014). Section 3(a) of FOIA (5 ILCS 140/3(a) (West 2014)) provides that "[e]ach
public body shall make available to any person for inspection or copyinlg all public records,
except as otherwise pr0v1ded in Sections 7 and 8.5 of this Act." A pubhc body "has the burden
of proving by clear and convincing evidence” that a record ts exempt from disclosure. 5ILCS
140/1.2 (West 2014). Section 7(1) of FOIA (5 ILCS 140/7(1) (West 2015 Supp.)) further
provides that "[w]hen a request is made to inspect or copy a public recolrd that contains
information that is exempt from disclosure * * * but also contains mformatlon that is not exempt
from disclosure, the publlc body may elect to redact the information that is exempt The public
body shall make the remaining information available for inspection and copy." (Emphasis

added.) |

As an initial matter, the additional information dlsclosed| in the Village's
September 16, 2016, Supplemental Response to the requesters which had been redacted or
withheld in the Village's initial response resolves the allegations that those portions of the
records were improperly denied. See Duncan Publishing, Inc. v. City of Chicago, 304 111. App.
3d 778, 782 (1st Dist. 1999) ("Once an agency produces all the records|related to a plaintiff's

1 etter from Steve Silverman, Bureau Chief, Public Access Bureau, Office of the Attorney
General, to Amanda Vinicky, WUIS-130, and Enza Petrarca, Village Attorney, Village of Downers Grove
{September 23, 2016).

“®Letter from Steve Silverman, Bureau Chief, Public Access Burcau, Office of the Attorney
General, to John O'Connor, Associated Press, and Enza Petrarca, Village Attorney, Vll]age of Downers Grove
(September 23, 2016).

*TLetter from Steve Silverman, Bureau Chief, Public Access Bureau Office of the Attorney
General, to Chris Fusco, Staff Reporter, Chicago Sun-Times, and Enza Petrarca, Vlllage Aftorney, Village of
Downers Grove (September 23, 2016).

“®Letter from Steve Silverman, Bureau Chief, Public Access Bureau Office of the Attorney
General, to Nathan Lurz, Reporter, Downers Grove and DuPage County, Shaw Medla and Enza Petrarca, Village
Attorney, Village of Downers Grove (September 23, 2016).

L | ‘
*Letter from Steve Silverman, Bureau Chief, Public Access Bureal:l, Office of the Attorney

General, to Natasha Korecki, Politico Illinois, Playbook writer/Political reporter, and Enza Petrarca, Village
Attorney, Village of Downers Grove (September 23, 2016). ‘
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request, the merits of a plaintiff's claim for relief, in the form of productlon of information,
becomes moot.") Thus, our determination in this matter is limited to the information that the
Village still claims is exempt from disclosure after issuing its Supplemental Response.

Section 7(1)(b) of FOIA
Section 7(1)(b) of FOIA exempts from disclosure "[plrivate information, unless

disclosure is required by another provision of this Act, a State or federal law or a court order."
Section 2(c-5) of FOIA (5 ILCS 140/2(c-5) (West 2015 Supp.)) defines| "private information” as:

[U[nique identifiers, including a person's social securlty| number,
driver's license number, employee identification number, biometric

identifiers, personal financial information, passwords olr other
access codes, medical records, home or personal telephone
numbers, and personal email addresses. Private information also
includes frome address and personal license plates, exce'pt as

otherwise provided by law or when compiled without possibility of
attribution to any person. (Emphasis added.)

The Village's Second Supplemental Response to PAC stated that the Village
redacted Mr. Sandack's "home address and personal telephone number,

names, numbers and URLSs, Skype usernames, and account transaction |nurnbe:rs[ ]" pursuant to
section 7(1)(b) of FOIA."® 0 In a September 7, 2016, telephone conversation with an Assistant

Attorney General in the Public Access Bureau, an Assistant Village Attorney stated that Mr.

Sandack's attorney confirmed for the Village that the redacted telephon:e number is for a

cellphone that Mr. Sandack maintains for personal use. i

Home addresses and personal telephone numbers constitute "private
information” under the plain language of the definition of that term in section 2(c-5) of FOIA.
Mr. Sandack's account identification numbers and the Uniform Resource Locators (URLs) for
his Facebook page and that of another individual — which are specific v:vebsite addresses —are
"unique identifiers" and therefore forms of "private information" that are exempt from disclosure

under section 7(1)(b). In addition, the tracking numbers for wire transfers that were redacted
constitute "personal financial information," which also is defined as a form of "private
information" in section 2(c-5) of FOIA. Accordingly, this office concludes that the Village has
sustained its burden of demonstrating that this information is exempt fiom disclosure pursuant to
section 7(1)(b) of FOIA. |

i
**Letter from Enza Petrarca, Village Attorney, Village of Downers Grove, to Steve Silverman,
Bureau Chief, Public Access Bureau, Office of the Attorney General (September 28,2016}, at 1.
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However, Mr. Sandack's Facebook and Skype account names are akin to or
derived from his legal name. Conspicuously absent from the statutory definition of "private
information" is any reference to a person’s name. Although names are s'peciﬁc to individuals
(see Lieber v. Board of Trustees of Southern lllinois University, 176 Ill.i2d 401, 411 (1997)),
they are neither confidential nor unique. To the contrary, names are "basic identification," and as
the Supreme Court concluded in Lieber, "[w]here the legislature intended to exempt a persen's
identity from disclosure, it [has done] so explicitly." Lieber, 176 111 2dlat 412. By excluding
names from the definition of "private information," the General Asseml:le clearly did not intend
for names to be exempt from disclosure under section 7(1)(b) of FOIA.‘ Accordingly, this office
concludes that the Village improperly redacted Mr. Sandack's Facebook and Skype account
names. The Facebook and Skype account names and other identifying information of the person
with whom Mr. Sandack communicated are addressed in the analysis of section 7(1)(c) below.

Section 7(1)(c) of FOIA |

Section 7(1){(c) exempts from inspection and copying "[p]ersonal information
contained within public records, the disclosure of which would constitute a clearly unwarranted
invasion of personal privacy, unless the disclosure is consented to in wr:iting by the individual
subjects of the information." The exemption defines "unwarranted invasion of personal privacy”
as "the disclosure of information that is highly personal or objectionable to a reasonable person
and in which the subject's right to privacy outweighs any legitimate public interest in obtaining
the information. The disclosure of information that bears on the public|duties of public
employees and officials shall not be considered an invasion of personal|privacy." 5 ILCS
140/7(1)(c) (West 2015 Supp.). A public body's assertion that the release of information would
constitute an unwarranted invasion of personal privacy is evaluated on 1 case-by-case basis.
Chicago Journeymen Plumbers' Local Union 130 v. Dep't of Public Helalth, 327 111. App. 3d 192,
196 (1st Dist. 2001). The phrase "clearly unwarranted invasion of perslonal privacy" evinces a
strict standard to claim the exemption, and the burden is on the public b:()dy possessing the record
to prove that standard has been met. Schessler v. Dep't of Conservatior;t, 256 111, App. 3d 198,

202 (4th Dist. 1994). |

The Village's Consolidated Response indicated that portrions of Mr. Sandack's
statement and birth date were redacted pursuant to section 7(1)(c) of FOIA>' The Village's
Supplemental Response to PAC also indicated that, pursuant to sectionl”;’(l)(c), the Village
redacted information relating to the identities of suspects and withheld in their entireties records
that Mr. Sandack provided to the police when he reported the crime, inéluding receipts for wire

*ILetter from Enza Petrarca, Village Attorney, Village of Downers Grove, to Steve Silverman,
Bureau Chief, Public Access Bureau, Office of the Attorney General (August 5, 2016), at 5-6.
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transfers and Skype messages.>

Birth Date

An individual’s birth date is highly personal by its very nature and the subject's

right to privacy outweighs any legitimate public interest in disclosing th'ns information. See, e.g.,
Oliva v. United States, 756 F. Supp. 105, 107 (E.D.N.Y. 1991) (holdlng that, under Exemption 6
of the Federal Freedom of Information Act (5 U.S.C. § 552(b)(6) (1990)), %3 "dates of birth[ ] are
a private matter, particularly when coupled with * * * other information" and that disclosure

"would constitute a clearly unwarranted invasion of personal privacy. "), Texas Comptroller of
Public Accounts v. Attorney General of Texas, 354 S.W.3d 336, 346-348, 54 Tex. Sup. Ct. J. 245
(2010) (state employees have a "'nontrivial privacy interest" in their dates of birth under the
Texas Public Information Act (see Tex. Gov't Code §§552.101, 552.102), which substantially
outweighs the negligible public interest in disclosure). Accordingly, this office concludes that
Mr. Sandack's birth date is exempt from disclosure pursuant to section 7(1)(c) of FOIA.

Mr. Sandack's Statement and the Records that he Provi‘ded to Police
At the outset, this office notes that at the time he filed the incident report on July
14, 2016, Mr. Sandack was the State Representative serving the g1 Dllstrict in the Illinois House
of Representatives. He resigned from office on July 24, 2016, "citing 'cyber security issues' that

also prompted him to delete his social media accounts.”*

As a former elected official, Mr. Sandack remains a public figure. An individual's
status as public figure diminishes his or her right to privacy. lowa Citizrens for Community
Improvement v. United States Dep't of Agriculture, 256 F. Supp. 2d 946, 954 (S.D. lowa 2002)
(nominee's "privacy interest is not eliminated by the fact that he has beén nominated by President
Bush to serve as Undersecretary of Agriculture for Rural Development however, his public-
figure status lessens that interest."). Although a public figure's ofﬁmal position" may be a
relevant factor in analyzmg whether disclosure of records would constltute an unwarranted

invasion of personal privacy, "it does not determine, of its own accord, |that the privacy interest is

%2etter from Enza Petrarca, Village Attomney, Village of Downers Grove, to Steve Silverman,
Bureau Chief, Public Access Bureau, Office of the Attorney General (September 28, ”016), at 2.

**Because Illinois' FOIA statute is based on the Federal FOIA statute, decisions construing similar
provisions of the Federal Act, while not controlling, may provide helpful and re!evant precedents in construing the
State Act. See, e.g., Margolis v. Director, Ill. Dep't of Revenue, 180 111. App. 3d ]084 1087 (1st Dist. 1989).

*"Monique Garcia, Suburban lawmaker abruptly resigns, citing hacked social media accounts,
CHICAGO TRIBUNE (July 25, 2016, 7:00 AM), http://www.chicagotribune. com/neWSllocal/poimcs/ct -ron-
sandack-resigns-illinois-house-20160724-story.html.
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|
outweighed " Bast v United States Dep't of Justice, 665 F.2d 1251, 125|5 (D.C. Cir. 1981).

"Instead, in cases involving public figures, 'the degree of intrusion occasioned by disclosure is
necessarily dependent upon the character of the information in questlon| " Archibald v. United
States Dep't of Justice, 950 F. Supp. 2d 80, 88 (D.D.C., 2013), citing Fund for Constitutional
Gov'tv. Nat'l Archives & Records Service, 656 F.2d 856, 865 (D.C. Cir, 1981).

Federal courts have identified several factors relevant in|analyzing the
applicability of the personal privacy provision of the Federal FOIA® to| records of criminal
investigations concerning public figures such as current and former pubhc officials. In Citizens
for Responsibility and Ethics in Washington v. United States Dep't of Justzce, 978 F. Supp. 2d 1,

8-10 (D.D.C. 2013), a Federal appellate court stated that a former United States Senator had a
heightened privacy interest in such records because he had resigned fro:m office and because he
had not been criminally charged following an investigation concerning allegations that he
covered up an extra-marital affair. Citizens for Responsibility and Ethzlcs in Washington, 978 F.

Supp. 2d at 10. The court, however, also stated that because the Senatolr had publicly
acknowledged the existence of the investigation, his "privacy interest ina fact already known to
the public is substantially diminished; all the more so because he was the person responsible for

disclosing it." Citizens for Responsibility and Ethics in Washington, 978 F. Supp. 2d at 10; see
also Citizens for Responsibility & Ethics in Washington v. United States Dep't of Justice, 840 F.
Supp. 2d 226, 233 (D.D.C. 2012) ("One can have no privacy interest in information that is
already in the public domain, especially when the person asserting his privacy is himself

responsible for placing that information into the public domain,"). Nor}etheless, the court
emphasized that the Senator "retain[ed] a cognizable privacy interest in| the contents of the file.
* * * In addition to reopening old wounds, disclosure of DOJ's investigative file could result in

new revelations of misconduct, even if that misconduct did not rise to the level of a criminal
violation." Citizens for Responsibility and Ethics in Washington, 978 E. Supp. 2d at 10; see also

Kimberlin v. Dep't of Justice, 139 F.3d 944, 949 (D.C. Cir. 1998) (a pulblic official who disclosed
to the media that he was accused of misconduct and sanctioned "still helis a privacy interest,

however, in avoiding disclosure of the details of the investigation[.]"). |

In Illinois, the resolution of a personal privacy exemptioln claim requires
balancing the public interest in disclosure of the specific information against the involved

individuals' interests in privacy. See Gibson v. Illinois State Board of Educatton 289 11l. App.

3d 12, 20-21 (1st Dist, 1997). This determination is made by cons1der1|ng and weighing four
factors: "(1) the [requester's] interest in disclosure, (2) the public 1ntere|:st in disclosure, (3) the
degree of invasion of personal privacy, and (4) the availability of alternative means of obtaining

| 3
*Exemption 7(C) of Federal FOIA (5 U.S.C. § 552(b)(7)(C) (2012)) exempts from disclosure
"information compiled for law enforcement purposes, but only to the extent that the production of such law
enforcement records or information * * * could reasonably be expected to constitute an unwarranted invasion of
personal privacy[.]"
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the requested information." National Association of Criminal Defense Lawyers v. Chicago
Police Dep't, 399 111. App. 3d 1, 13 (1st Dist. 2010).

Here, the requesters represent media outlets that seek to disseminate information
from the records in question to the public. Therefore, their interest in the records and the public's
interest are aligned. In his Request for Review (2016 PAC 43184), Mr. O'Connor emphasized
that Mr. Sandack's "status as a public figure who voluntarily engaged 1r|1 the use of social media
must be taken into consideration[,]" and asserted that "there surely is 1nformat10n that has been
improperly redacted in the name of preserving the investigation which the complainant himself
has disclosed to one or more members of the news media."*® Mr. Sandack reportedly told .
Capltol Fax that "he had 'deactivated' three of his four online social med1a accounts after
'someone’ had 'tried hacking| ]" and that "somebody started creating fake accounts in his name
around July 4th. In all, the person or persons wound up creating a total| of ten fake Facebook
accounts and two fake Twitter accounts."*’ (Emphasis in original.) Following the disclosure of
additional records in the Village's Supplemental Response, Mr. Sandacl|< issued a written
statement indicating that he "was the ta.rget of an international crime ring focusing on high-
profile individuals luring them to engage in inappropriate online conversatmns with the intent of
extortion," and that he "took their bait and fell for it hook, line and smker "3 There is a
significant public interest in disclosure of information that relates to allegatlons of a crime
committed against a public figure, especially one that a public official pubhcly acknowledged

and cited as a contributing factor in his decision to resign fr{)m public office.
|

|
As to the degree of invasion of personal privacy, the Villlage's Consolidated
Response to this office, which it incorporated by reference in its Supplemental Response to PAC,

stated: "Mr. Sandack is the victim in this case. * * * Nobody, public figure or not, would want

any of the information being disclosed to the public."> This office hasl considered, but is

precluded from discussing in this binding opinion, additional informatilon about the applicability
|

%|etter from John O'Connor, Associated Press, to Sarah Pratt, Public Access Bureau, Office of the
Attorney General (July 26, 2016), at 2. |

|
*"Rep. Sandack Announces Resignation, CAPITOL FAX, July 25, 2|0]6.

*Monique Garcia and Joe Mahr, Ex-State Rep. Ron Sandack resigrlted after 'inappropriate’ online
talks, extortion scheme, CHICAGO TRIBUNE (September 16, 2016, 7:18 PM),
hitp://www.chicagotribune.com/news/local/politics/ct-state-rep-ron-sandack-internet-scam-met-0917-201609 16-
story.html.

®Letter from Enza Petrarca, Village Attorney, Village of Downers Grove, to Steve Silverman,
Bureau Chief, Public Access Bureau, Office of the Attorney General (August 5, 2016), at 5.
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of section 7(1)(c) that the Village provided conﬁdentiall).r.60 In his reply to the Village's
Consolidated Response in 2016 PAC 43184, Mr. O'Connor stated that "i[e]ven if statements by
the victim include information that would constitute an invasion of perslonal privacy, I find it
hard to fathom that the statement the victim gave police is one, long, highly personal

narrative."®!

Lastly, there do not appear to be any alternative means for the requesters to obtain
the records in question.

This office's review of the records confirms that Mr. Sandack is the victim rather

than the target of the investigation documented therein. The portions of his statement that were
. . ) | .

disclosed in the Village's Supplemental Response reveal the general nature of the crime under
investigation and details about how Mr. Sandack was targeted. The portions of his statement that
remain redacted and the information he provided to police contain highlly personal information.
On one hand, Mr. Sandack's interest in privacy is heightened by the fact that he has resigned his
pubtlic office and is no longer a public official. On the other hand, Mr. Sandack's privacy rights
are diminished by his status as a public figure and his voluntary disclosure of discrete

information about the alleged crime to the media.

Taking all of these factors into account, this office concludes that disclosure of
most of the remaining redacted portions of the statement and the docunientation Mr. Sandack
provided to police would constitute a clearly unwarranted invasion of p:ersonal privacy. These
materials contain highly personal and specific information concerning how Mr. Sandack was
allegedly lured into an extortion scheme, how the extortion was carried out, and how he
responded. He has not publicly disclosed this information, which is unrelated to his former
public duties. There is no legitimate public interest in disclosure of these portions of the records
that would outweigh Mr, Sandack's right to privacy. Accordingly, this !ofﬁce concludes that the
Village has sustained its burden of demonstrating that this information is exempt from disclosure
pursuant to section 7(1)(c) of FOIA.

However, the Village has not sustained its burden of der'nonstrating by clear and
convincing evidence that the amounts of money that were requested and transmitted and the
receipts of those transactions would constitute an unwarranted invasion of personal privacy.

Although the fact that an individual paid money in response to extortion is highly personal, that

%5 ILCS 140/9.5(d) (West 2014) ("The Public Access Counselor shall forward a copy of the
answer to the person submitting the request for review, with any alleged confidential Iinfom'nation to which the
request pertains redacted from the copy."). !

®!Letter from John Q'Connor, Associated Press, to Steve Silverman, Bureau Chief, Public Access
Bureau, Office of the Attorney General (August 9, 2016), at 3.
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fact has already been revealed in the records disclosed to the requesters! Further, Mr. Sandack is
a public figure who publicly acknowledged that he was extorted and he cited the extortion as a
reason for his resignation from public office. Under these circumstances, Mr. Sandack's right to
privacy does not outweigh the legitimate public interest in disclosure of this information.
Accordingly, this office concludes that the Village improperly w1thheld! that information
pursuant to section 7(1)(¢c) of FOIA. As discussed above, Mr. Sandack's home address and
telephone number may be properly redacted from the receipts pursuant to section 7(1)c), and, as
discussed below, information identifying the recipient of the money ma'y be properly redacted

pursuant to section 7(1)(c).

Information Relating to the ldentities of Suspects

When balancing the right to privacy against the public initerest in disclosure,
courts have "repeatedly expressed particular concern for protecting those who have been
investigated, but not charged, in connection with a crime from the pubhc embarrassment and
damage to their reputations which a disclosure of the investigative 1nter|est would cause.”
Dunaway v. Webster, 519 F. Supp. 1059, 1078 (N.D. Cal. 1981); see also Citizens for
Responsibility and Ethics in Washington v. United States Dep't of. Jusnce 846 F. Supp. 2d 63, 71
(D.D.C., 2012), quoting American Civil Liberties Union v. United State’s Dep't of Justice, 655
F3d1, 7 (D.C. Cir. 2011) (the right to privacy "is strongest where the 1r|1d1v1duals in question
'have been investigated but never publicly charged."); Fiumara v. Hzggms 572 F. Supp. 1093,
1108 (D. N.H. 1983) (the version of section 7(1)(c) in Federal FOIA "applles to withhold the
identities of those third parties investigated for possible criminal activities, even though not
subsequently charged or indicted."). Special circumstances — such as sdspects who are
candidates for public office rather than private citizens and allegations of illegal campaign
contributions that are required to be publicly reported — are required to Justify disclosure of
information identifying unindicted targets of criminal investigations. See Common Cause v.

National Archives and Records Service, 628 F.2d 179, 184 (D.C. Cir. 1980)

Although the records in question involve a public ﬁgure Mr. Sandack was the
victim rather than the target of the investigation. The records contain names (possibly aliases),
Facebook and Skype account names, and other types of identifying 1nf0|rmat10n of suspects who
appear to be private citizens. Because these individuals are suspects who have not been arrested
or charged with a crime, their right to privacy outweighs any legitimate public interest in
disclosure of this identifying information. Accordingly, this office concludes that the Village did

not improperly redact that information pursuant to section 7(1)(c) of FOIA.
Western Union and MoneyGram E-mails and Document Response

The Village contends that the following information in elmails and documents
obtained from Western Union and MoneyGram in the course of the investigation is exempt from
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disclosure pursuant to section 7(1)(c): the name of an individual to whom money was sent;
account numbers; the amount sent; and the names, addresses, and e-mail addresses of other
victims. The Village also redacted information obtained from Western Union from the records
that were provided to the requesters in the Supplemental Response.

As discussed above, the disclosure of names and other information identifying a
suspect of a crime who has not been arrested or charged would constitutle an unwarranted
invasion of personal privacy. Likewise, information identifying any victims other than Mr.
Sandack may be properly redacted pursuant to section 7(1)(c) of FOIA. | McCorstin v. United
- States Dep't of Labor, 630 F.2d 242, 245 (5th Cir. 1980) ("Exemption 7(C) is intended to protect
the privacy of any person mentioned in the requested files, not only the person who is the object
of the investigation."); Coleman v. F.B.I, 13 F. Supp. 2d 75, 80 (D.D.C! 1998) (disclosure of
FBI documents would constitute an unwarranted invasion of personal privacy because "it is
evident that release of any portion would reveal the identities of innocent third parties, witnesses
or victims.").  Accordingly, this office concludes that those portions ofjthe e-mails and
documents obtained from Western Union and MoneyGram are exempt from disclosure pursuant
to section 7(1)(c) of FOIA. |

|

However, once de-identified, disclosure of the remaining portions of the records
would not constitute an unwarranted invasion of privacy because they would not identify any
suspects or other victims. See 5 ILCS 140/7(1) (West 2015 Supp.) (when a record contains both
exempt and non-exempt information, "the public body may elect to reda:ct the information that is
exempt. The public body shail make the remaining information available for inspection and
copying."). Therefore, these records are not exempt from disclosure in their entireties pursuant
to section 7(1)(c) of FOIA. The Village's assertion that the records are éxempt from disclosure
pursuant to section 7(1)(d)(v) is discussed below.

Lastly, the Village appears to have withheld certain recorlds relating to search
warrants and subpoenas which reflect that unspecified information was sought from or provided

by Yahoo and Microsoft, which owns Skype, pursuant to section 7(1)(0)'. These portions of the
records do not reveal the type of information that was sought. The Villa'ge has not explained
how records that merely show unspecified information was sought or pr(:)duced would constitute
an unwarranted invasion of personal privacy. Accordingly, the Village has not sustained its
burden of demonstrating that these records are exempt from disclosure plursuant to section

7(1)(c) of FOIA.
Records Relating to Search Warrants and Snbpoienas
Section 7(1)(d)(v) of FOIA

Section 7(1)(d)(v) of FOIA exempts from disclosure:




Ms. Amanda Vinicky ef al.
Novembg:r 7,2016
Page 18

Records in the possession of any public body creclated in the
course of administrative enforcement proceedings, and any law
enforcement or correctional agency for law enforcement purposes,

but only to the extent that disclosure would: |

* ok ok

(v) disclose unique or specialized investigative techniques
other than those generally used and known or disclose internal
documents of correctional agencies related to detection, |
observation or investigation of incidents of crime or misconduct,
and disclosure would result in demonstrable harm to the agency or
public body that is the recipient of the request][.] |

In construing a similar provision in Federal FOIA,* "[c]ourts have held that
information pertaining to law enforcement techniques and procedures p#operly is withheld * * *
where disclosure reasonably could lead to circumvention of laws or regulations." Skinner v.
United States Dep't of Justice, 893 F. Supp. 2d 109, 112 (D.D.C. 2012).‘ For example, in Miller
v. United States Dep't of Justice, 562 F.Supp. 2d 82 (D.D.C. 2008), a I ederal District court held
that forms used by the FBI to develop psychological profiles of criminals were properly withheld
based on the agency's explanation of how suspects could use the inforrn%:ltion to circumvent the
effective use of techniques for developing profiles; see also Piper v. Unlited States Dep't of
Justice, 294 F.Supp. 2d 16, 30 (D.D.C. 2003) (even though the use of pelygraph examinations is
widely known, the question and answers used in the examinations themselves were within the
scope of the law enforcement investigative technique exemption becaus%a disclosure could enable
a criminal to "anticipate and avoid the questioning strategy of the FBI[ ,]" thereby doing
"violence to the polygraph examination's function - the discerning of truth."); but see American
Civil Liberties Union of Southern California v. United States Citizenship and Immigration
Services, 133 F. Supp. 3d 234, 243-44 (D.D.C. 2015) ("vague and conclusory” assertions with
"no explanation of how the information, if released, could risk circumvelntion of the law, no
explanation of what laws would purportedly be circumvented, and little detail regarding what

law enforcement purpose is involved" are insufficient to "justify withholding records under the
FOIA.").

The Village's Second Supplemental Response to PAC stalted that the information
redacted pursuant to section 7(1)(d)(v) reflects specialized investigative techniques that were

“Exemption 7(E) (5 U.S.C. § 552(b)X(7)E) (2012)) applies to law enforcement records that
"would disclose techniques and procedures for law enforcement investigations or pmselccutions, or would disclose
guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be expected to risk

circumvention of the law[.]" |
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developed to assist in investigations of kidnapping cases. The Village provided additional

information confidentially which asserts that disclosure of the 1nformat1|on could harm the

Village's Police Department by revealing the nature of specific investigative techniques that are
not generally known to the public. The Village also withheld certain other records relating to
search warrants and subpoenas, including the e-mails and documents obtalned from Western
Union and MoneyGram.

Most of the records that were redacted or withheld pertailning to Facebook,
Yahoo, Skype, and Microsoft concern the gathering of 1nf0rmat10n through specialized

investigative techniques that are not generally known.% It is apparent that disclosure of this

information would result in demonstrable harm to the Village's Police Il)epartment by providing
insights into specialized investigative techmques that could enable perpletrators to evade
detection and circumvent investigations of crimes that involve communications over the Internet,

including social media. Information redacted from the records pr0v1de<fl in the Supplemental
Response concerning a suspect's online profile i image and communications with the FBI and

authorities in another country also reflects specialized investigative techmqucs that are not
generally known. Disclosure of such information could harm the Vlllage s Police Department by
undermining its ability to investigate crimes that originate in other countrles Accordingly, this
office concludes that this information was properly redacted or w1thheld pursuant to section
7(1)(d)(v) of FOIA. In contrast, portions of records that merely document that records were

sought from compames without revealing the type of information that vTras sought would not
reveal any unique or specialized investigative techniques and therefore were improperly

withheld.
|

In addition, certain information redacted from the records disclosed in the

Supplemental Response and the e-mails and documents obtained from Western Union and
MoneyGram, which were withheld in their entireties, appear to reflect routine investigative steps
rather than specialized investigative techniques. The Village's assertion that disclosure of this
information will impede the ability to investigate similar crimes is largelly conclusory. It is
unclear how release of this information would cause demonstrable harm| to the Village's Police

Department. Accordingly, the Village has not sustained its burden of demonstratlng by clear and

convincing evidence that this information is exempt from disclosure pursuant to section
7(1)(d)(v) of FOIA. |

% The Village's response appears to assert that records obtained from Facebook, Yahoo, and Skype
are exempt from disclosure only pursuant to section 7(1)(c). However, because dlsclo'sure of the content of the
records would unavoidably reveal the specialized techniques used by investigators, thls information is exempt from
disclosure pursuant to section 7(1)(d){v). This office declines to address the apphcablllty of section 7(1)(c) to these

records.
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Illinois Constitution of 1970

The Village's September 8, 2016, Supplemental Response to this office cited the
following provision of the Illinois Constitution of 1970.

(a) Crime victims, as defined by law, shall have the
following rights: ‘

(1) The right to be treated with fairness and
respect for their dignity and privacy and to be free
from harassment, intimidation, and abuse thr01|1ghout the
criminal justice process. |

(2) The right to notice and to a hearing before a
court ruling on a request for access to any of the
victim's records, information, or commumcatlolns which
are privileged or confidential by law. Ill. Const. 1970,

art. I, § 8.1(a)(1), (2).

Spec1ﬁcally, the Village's Supplemental Response to this office asserted: "As the v1ct1m ofa
crime, Mr. Sandack is afforded these protections of respect for his dlgmlty and privacy.
Accordingly, the information that was redacted in the initial incident report that was provided to

the Requesters should remain redacted and private."®

The Village's reliance on this provision is misplaced. Article I, section 8.1 of the
Illinois Constitution of 1970 was implemented by the Rights of Crime VlCtlI’nS and Witnesses
Act (725 ILCS 120/1 et seq. (West 2014)). That Act provides, in relevant part:

(a) "Crime victim" or "victim" means: (1) any natural
person determined by the prosecutor or the court to have‘suffered
direct physical or psychological harm as a result of a v1olent crime

perpetrated or attempted against that person or direct phxswal or
psychological harm as a result of (i) a violation of Sect10n 11-501

of the Illinois Vehicle Code or similar provision of a local

ordinance or (ii) a violation of Section 9-3 of the Cnmmzl:l Code of
1961 or the Criminal Code of 2012; (2) in the case of a crime

victim who is under 18 years of age or an adult victim wllrlo is
incompetent or incapacitated, both parents, legal guardians, foster

parents, or a single adult representative; (3) in the case oﬁ an adult
deceased victim, 2 representatives who may be the spouse, parent,
child or sibling of the victim, or the representative of the victim's

Letter from Enza Petrarca, Village Attorney, Village of Downers Grove, to Steve Silverman,
Bureau Chief, Public Access Bureau, Office of the Attorney General (September 8, 2016)
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estate; and (4) an immediate family member of a victim under
clause (1) of this paragraph (a) chosen by the victim. If the victim
is 18 years of age or over, the victim may choose any pefson to be
the victim's representative. In no event shall the defendant or any
person who aided and abetted in the commission of the crime be
considered a victim, a crime victim, or a representative of the

victim.

(c) "Violent crime" means: (1) any felony in which f'orc:::| or threat

of force was used against the victim; (2) any offense invcl)lving

sexual exploitation, sexual conduct, or sexual penetration; (3) a

violation of Section 11-20.1, 11-20.1B, 11-20.3, or 11 23 5 of the

Criminal Code of 1961 or the Criminal Code of 2012; (4) domestic

battery or stalking; (5) violation of an order of protection, a civil

no contact order, or a stalking no contact order; (6) any I

misdemeanor which results in death or great bodily harm to the

victim; or (7) any violation of Section 9-3 of the Crlmlnal Code of

1961 or the Criminal Code of 2012, or Section 11-501 of the

Illinois Vehicle Code, or a similar prov151on of a local ordmance if

the violation resulted in personal injury or death. "Vlolenlt crime"

includes any action committed by a juvenile that would be a

violent crime if committed by an adult. For the purposes, lof this

paragraph, "personal injury" shall include any Type A injury as

indicated on the traffic accident report completed by a law

enforcement officer that requires immediate professmnall attention

in either a doctor's office or medical facility. A type A i injury shall

include severely bleedmg wounds, distorted extremities, and

injuries that require the injured party to be carried from the scene.

725 ILCS 120/3(a), (c) (West 2015 Supp.), as amended by Public

Act 99-642, effective July 28, 2016,

Neither this office's review of the incident report nor anyI information provided
by the Village indicates that Mr. Sandack is a victim of a violent crime entltled to the rights
guaranteed by Article I, Section 8.1(a) of the Illinois Constitution. There is no allegations that he
suffered direct physical or psychological harm as a result of a violent crime as that term is
defined in section 3(e) of the Rights of Crime Victims or Witnesses Act ora violation of section
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11-501 of the Vehicle Code (625 ILCS 5/11-501 (West 2014))®° or section 9-3 of the Criminal
Code of 2012 (720 ILCS 5/9-3 (West 2014)).%® Moreover, the protectio:ns guaranteed by article
L, sections 8(a)(1) and 8(a)(2) of the Ilinois Constitution of 1970 apply to the criminal justice

process and court and other proceedings related to criminal charges that have been filed.

Complaints for Search Warrants and Search Warrants

Lastly, the Village withheld complaints for search warra1|1ts and search warrants
for Skype and Facebook asserting that disclosure was precluded by court order. The Village's

Second Supplemental Response to PAC explained:

The complaints and search warrants have similar language as
follows: "Due to the ongoing nature of this investigation, it is
hereby ordered that the complaint for search warrant, search
warrant, proof of service for the search warrant and the search
warrant inventory are to be impounded by the Circuit Court Clerk
and not disclosed or released to the public in any mannerI until
further order of the court.” * * * It is the position of the ‘Village
that neither the complaints nor the warrants can be released at all

without a court order.[¢"]

The lllinois Appellate Court has held that "[t]rial courts have discretion 1o
determine whether justice requires a protective order — and what the par%:lmeters of the order
should be." Willeford v. Toys "R" Us-Delaware, Inc., 385 Ill. App. 3d 265, 273 (5th Dist. 2008).
The United States Supreme Court also has recognized that a public bOd}:’ enjoined from releasing
information by court order must obey the order when responding to FOIA requests. GTE

Sylvania, Inc. v. Consumers Union of the United States, Inc., 445 U.S. 3|75,_ 100 S. Ct. 1194
(1980). In that case, the Court held that a Federal agency did not violate the Federal FOIA by

withholding several consumer safety reports after manufacturing groups! that were identified in

the reports obtained an injunction prohibiting their disclosure: "To construe the lawful

obedience of an injunction issued by a federal district court with jurisdic:tion to enter such a
decree as 'improperly’ withholding documents under the Freedom of Information Act would do

o
%5Section 11-501 of the Vehicle Code applies to "[d]riving while under the

influence of alcohol, other drug or drugs, intoxicating compound or compounds or anyicombination thereof."
%Section 9-3 of the Criminal Code of 2012 applies to "[ilnvoluntary Manslaughter
and Reckless Homicide."

*'Letter from Enza Petrarca, Village Attorney, to Steve Silverman, Bureau Chief, Public Access
Bureau, Office of the Attorney General (September 28, 2016).




Ms. Amanda Vinicky ef al.
November 7, 2016
Page 23

violence to the common understanding of the term 'improperly' and would extend the Act well
beyond the intent of Congress.” GTE Sylvania, Inc., 445 U.S. at 387, 1(|)0 S. Ct. at 1202.
Likewise, the Village has confirmed for this office that tl:le judge who issued the
search warrants included language in the complaints for search warrantsT and the warrants that
specifically prohibits their disclosure. Accordingly, this office concludes that the Village did not
improperly withhold those records. |
|
FINDINGS AND CONCLUSIONS |
|
After full examination and giving due consideration to the information submitted,
the Public Access Counselor's review, and the applicable law, the Attorney General finds that:
|
1) On July 25,2016, Ms. Sarah Mueller, on behalf of NPR Illinois, submitted a
FOIA request to the Village of Downers Grove seeking "[a] copy of all police reports filed by
Ron Sandack of Downers Grove between July 1, 2016 and July 24, 20115." -
: |
2) On July 26, 2016, the Village's Police Records/Information Manager
responded by providing a copy of an incident report but redacted most of the information therein
pursuant to sections 7(1)(b), 7(1)(c), and 7(1)(d)(vii) of FOIA. The respionse also stated that
investigative supplements had not been completed, and that evidentiary documents were being
withheld pursuant to section 7(1)(c) and 7(1)(d)(vii) of FOIA. ‘
|
3) On July 26, 2016, Ms. Mueller submitted a Request for Review (2016 PAC
43168) with the Public Access Counselor and the Public Access Bureau‘ in which she disputed
the redaction of the information in the narrative of the complaint, the type of incident, and the
offense classification. Ms. Mueller's Request for Review was timely filed and otherwise
complies with the requirements of section 9.5(a) of FOIA (5 ILCS 140/9.5(a) (West 2014)).
Therefore, the Attorney General may properly issue a binding opinion vsirith respect to this matter.
4) On July 25, 2016, Mr. John O'Connor, on behalf of thL: Associated Press,
submitted a FOIA request to the Village's Police Department seeking “a|copy of any report filed
by Ron Sandack or involving alleged cyber-security threats or fraudulent impersonation using
_social media since July 1, 2016." i
5) On July 26, 20186, the Village's Police Records/lnforrr}ation Manager
responded by providing a copy of an incident report but redacted most of the information therein
pursuant to sections 7(1)(b), 7(1)(c), and 7(1)(d)(vii) of FOIA. The resp'onse also stated that
investigative supplements had not been completed, and that evidentiary documents were being
withheld pursuant to sections 7(1)(c) and 7(1)(d)(vii) of FOIA.
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6) On July 26, 2016, Mr. O'Connor filed a Request for Review (2016 PAC
43184) with the Public Access Counselor and the Public Access Bureau: in which he asserted that
the report was excessively redacted and requested that this office "direct the Downers Grove
Police Department to disclose all relevant and public information under|FOIA." Mr. O'Connor's
Request for Review was timely filed and otherwise complies with the requirements of section
9.5(a) of FOIA. Therefore, the Attorney General may properly issue a llvinding opinion with

respect to this matter.

7) On July 26, 2016, Mr. Chris Fusco, on behalf of the Chicago Sun-Times,
submitted a FOIA request to the Village "seeking to review and/or obtain copies of any police
reports, audio and/or video recordings, and/or any other records involving incidents since Jan. 1,

2016 — including but not limited to cyberhacking — involving state Rep. Ronald Sandack, whose
home and office are in Downers Grove.”

&) On July 26, 2016, the Village's Police Records/Information Manager
responded by providing a copy of an incident report but redacted most o:f the information therein
pursuant to sections 7(1)(b), 7(1)(c), and 7(1)(d)(vii) of FOIA. The response also stated that
investigative supplements had not been completed, and denied evidentia!ry documents under
sections 7(1)(c) and 7(1)(d)(vii) of FOIA. |

9) On July 27, 2016, Mr. Fusco filed a Request for Revii:w (2016 PAC 43186)
with the Public Access Counselor and the Public Access Bureau in which he questioned whether
the information that was redacted and withheld is exempt from disclosul:'e under FOIA. Mr.
Fusco's Request for Review was timely filed and otherwise complies with the requirements of
section 9.5(a) of FOIA. Therefore, the Attorney General may properly issue a binding opinion
with respect to this matter. ‘

10) On July 26,2016, Mr. Nathan Lurz, on behalf of Sha‘lw Media, submitted a
FOIA request to the Village of Downers Grove seeking copies of " [a]ny‘police reports involving
former IL State Rep. Ron Sandack filed in the past six months, including any legally releasable
ongoing cases." _ |

11} On July 27, 2016, the Village's Police Records/Inforr}nation Manager
responded by providing a copy of an incident report but redacted most of the information therein
pursuant to sections 7(1)(b), 7(1)(c), and 7(1)(d)(vii) of FOIA. The resp:onse also stated that
investigative supplements had not been completed, and that evidentiary documents were being
withheld pursuant to sections 7(1)(c) and 7(1)(d)(vii) of FOIA.

12) On July 27, 2016, Mr. Lurz submitted a Request for llleview (2016 PAC
43193) to the Public Access Counselor and the Public Access Bureau qulestioning whether the
information redacted from the incident report is exempt from disclosure under FOIA. Mr. Lurz's
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Request for Review was timely filed and otherwise complies with the relquiremcnts of section
9.5(a) of FOIA. Therefore, the Attorney General may properly issue a binding opinion with
respect to this matter.

13) On July 25, 2016, Ms. Natasha Korecki, on behalf 0|f Politico Illinois,
submitted a FOIA request to the Village seeking a "copy or copies of any police report filed by
Ronald Sandack (state Representative) from March[ ] 1, 2016 to the présent."

14) On July 26, 2016, the Village's Police Records/Infor}nation Manager
responded by providing a copy of the report but redacted information pursuant to sections

7(1)(b), 7(1)(c), and 7(1)(d)(vii) of FOIA. The response also stated thati investigative
supplements had not been completed, and that evidentiary documents were being withheld

pursuant to sections 7(1)(c) and 7(1)(d)(vii) of FOIA.

15) On August 7, 2016, Ms. Korecki submitted a Requeslt for Review (2016 PAC
43370) to the Public Access Counselor and the Public Access Bureau questioning whether the

information that was redacted from the report is exempt from disclosure% under FOIA. Ms.
Korecki's Request for Review was timely filed and otherwise complies with the requirements of
section 9.5(a) of FOIA. Therefore, the Attorney General may properly issue a binding opinion

with respect to this matter.

16) On August 3, 2016, the Public Access Bureau forwarded copies of Requests
for Review 2016 PAC 43168, 2016 PAC 43184, 2016 PAC 43186, and 2016 PAC 43193 to the
Village's Police Department and asked it to provide unredacted copies of the records in question
for our confidential review together with detailed explanations of the factual and legal bases for
the applicability of the section 7(1)(b), 7(1)(c), and 7(1)(d)(vii) exemptic!)ns to the information
that was redacted and withheld. This office also asked the Village's PoliFe Department to clarify
the reasons for withholding the investigative supplements that had not been completed.

17) On August 5, 2016, the Village Attomey provided th!e materials requested to
the Public Access Bureau in a consolidated response to 2016 PAC 43168, 2016 PAC 43 184,
2016 PAC 43186, and 2016 PAC 43193.

18) On August 5, 2016, this office sent copies of the non-confidential portions of
the Village's responses to Ms. Mueller, Mr. O'Connor, Mr. Fusco, and Mr. Lurz.

19) On August 9, 2016, Mr. O'Connor submitted a reply |‘[0 the Village's
response. Ms. Mueller, Mr. Fusco, and Mr. Lurz did not comment on th|e Village's response.

|
20) On August 11, 2016, this office sent a copy of Ms. Korecki's Request for
Review (2016 PAC 43370) to the Village's Police Department and asked it to provide a detailed




Ms. Amanda Vinicky et al.
November 7, 2016
Page 26

explanation of the factual and legal bases for the applicability of the secltion 7(1)(b), 7(1)(c), and
7(1)(d)(vii) exemptions to the information that was redacted from the report.

21) On August 12, 2016, an Assistant Village Attorney fflsked an Assistant
Attorney General in the Public Access Bureau by e-mail to send Ms. Korecki a copy of the non-
confidential portions of its consolidated response to this office in 2016 PAC 43168, 2016 PAC

43184, 2016 PAC 43186, and 2016 PAC 43193.

22) On August 12, 2016, this office sent a copy of that response to Ms. Korecki;
she did not submit a reply.

23) On September 8, 2016, this office received from the|Village a supplemental
response in which it asserted that the information redacted from the incident report should
remain confidential based on Mr. Sandack's rights as a crime victim under article I, sections
8.1(a)(1) and 8.1(a)(2) of the Illinois Constitution of 1970.

24) On September 8, 2016, this office forwarded copies of the Village's
supplemental response to Ms. Mueller, Mr. O'Connor, Mr. Fusco, Mr. Lurz, and Ms. Korecki;
none submitted replies to that response.

25) On September 16, 2016, the Village issued a supplemental response to each
requester in which it provided portions of the records that had previouslylf been denied as well as
additional records that were generated or obtained subsequent to the FOIA request. The
supplemental response indicated that portions of the records were still béing redacted or withheld
pursuant to sections 7(1)(b) and 7(1)(c) as well as section 7(1)(d)(v). The supplemental response
also cited a court order as the basis for withholding other unspecified rec::ords.

26) On September 16, 2016, this office received corresp(!)ndence from Mr.
O'Connor indicating that he continued to seek review of the infonnation|that was redacted and
withheld in the Village's supplemental response. On September 19, 2016, Mr. Fusco submitted
correspondence indicating that he also continued to seek review of the redacted and withheld
information; similar correspondence was received from Mr. Lurz and M. Korecki on September
20, 2016. In a telephone conversation with the Public Access Counselor, Ms. Vinicky also

confirmed that NPR continued to seek review of the information that was redacted and withheld.

27) On September 22, 2016, this office sent a letter to the Village and asked it to
provide a detailed explanation of the applicability of sections 7(1)(b), 7( 1)(c), 7(1)(d)(v) and the

court order to the information that continued to be redacted and withheldl, adding that the Village
could incorporate by reference any portions of its previous response to tlllis office which
remained relevant. The letter also asked the Village to furnish copies of any responsive records

that were not previously provided for this office's confidential review.
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28) On September 23, 2016, this office extended the time to issue a binding
opinion in 2016 PAC 43168, 2016 PAC 43184, 2016 PAC 43186, and 2016 PAC 43193
by 30 business days, to November 7, 2016, pursuant to section 9.5 of FOIA. On the same date,
this office extended the time to issue a binding opinion in 2016 PAC 43370 by 30 business days,
to November 23, 2016, pursuant to section 9.5(f) of FOIA. Therefore, the Attorney General may
properly issue binding opinions with respect to these matters.

29) On September 28, 2016, the Village provided the adfditional materials that
this office requested.®® |
|
30) On September 30, 2016, this office sent the non-confidential portions of the
Village's written response to Ms. Vinicky, Mr. O'Connor, Mr. Fusco, Mr. Lurz, and Ms. Korecki.
They did not reply to that response.

31) With respect to the specific information redacted or withheld from the
documents in question, the Attorney General makes the following ﬁndirllgs:

(a) Mr. Sandack's home addresses and personal telephon‘e numbers constitute
"private information" under the plain language of the definition (!)f that term in section
2(c-5) of FOIA, and therefore are exempt from disclosure pursuant to section 7(1)(b) of
FOIA. The tracking numbers for wire transfers which were reda!cted constitute "personal
financial information," which also is defined as a form of "privat:e information" in section
2(c-5) of FOIA. In addition, Mr. Sandack's Facebook account identification numbers, the
Uniform Resource Locator (URL) for his Facebook page and tha!t of another individual —
which are specific website addresses — are unique identifiers within the scope of section
7(1)(b). Mr. Sandack's Facebook account names and Skype user:names, however, are not
exempt from disclosure pursuant to section 7(1)}(b). ‘

(b) Mr. Sandack's birth date is exempt from disclosure p1|1rsuant to section 7(1)(c)
of FOIA.

(c) Most of the redacted portions of Mr. Sandack’s statenilent and the documents
he provided to police contain highly personal and specific inforrr}ation that is unrelated to
Mr. Sandack's former public duties. There is no legitimate public interest in disclosure of

these portions of the records that outweighs Mr. Sandack's right t:o privacy. Accordingly,
that information is exempt from disclosure pursuant to section 7(:1)(0) of FOIA.
However, the Village has not demonstrated that the amounts of money that were

%L etter from Enza Petrarca, Village Attorney, to Steve Silverman, Bureau Chief, Public Access
Bureau, Office of the Attorney General (September 28, 2016).
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requested or sent in response to extortion attempts and receipts of those transactions
would constitute an unwarranted invasion of personal privacy. Therefore, that
information is not exempt from disclosure pursuant to section 7(1){(c).

(d) Disclosure of information identifying victims of crin‘aes and those suspected
of committing a crime who have not been arrested or charged Wlth a crime would
constitute a clearly unwarranted invasion of those individuals' personal privacy.

Therefore, that information is exempt from disclosure pursuant fo section 7(1)c) of

FOIA.

(e) The Village has not demonstrated how disclosure of records reflecting that
unspecified information was sought from or provided by Yahoo|and Microsoft, which
owns Skype, would constitute an unwarranted invasion of personal privacy. Therefore

that information is not exempt from disclosure pursuant to section 7(1)(c).

(f) The Village has provided clear and convincing evidence that disclosure of
most of the remaining redacted or withheld records concerning F acebook, Yahoo, and
Skype would cause harm to the Village's Police Department by reveallng or providing
. insights into specialized investigative techniques that perpetrato'rs could exploit to evade
detection and circumvent investigations of crimes that involve communications over the
Internet, including social media. Information redacted from the records provided in the
supplemental response concerning a suspect's online profile i image and communications
with the FBI and authorities in another country also reflects spec1ahzed investigative
techniques that are not generally known. Disclosure of such 1nformat10n could harm the
Village's Police Department by undermining its ability to 1nvest1gate crimes that originate
in other countries. Accordingly, this office concludes that those! records are exempt from
disclosure pursuant to section 7(1)(d)}(v) of FOIA. |
{g) The Village has not, however, sustained its burden o!f demonstrating that
certain portions redacted from the records provided in the Village's supplemental
response, as well as e-mails and records obtained from Western iUnion and Money Gram,
are exempt from disclosure pursuant to section 7(1)(d)(v) of FOIA. As discussed above,
portions of those records identifying victims of crimes and thoselz suspected of having
committed a crime who have not been arrested or charged as well as the amounts of
money demanded from or sent by Mr. Sandack are exempt from disclosure pursuant to

section 7(1)(c) of FOIA.

(h) Because the complaints for search warrants and the search warrants issued
expressly prohibit their disclosure, the Village did not improperly withhold those records.
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Therefore, it is the opinion of the Attorney General that the Village's response to
the Freedom of Information Act requests submitted by Ms. Mueller, Mr:. O'Connor, Mr. Fusco,
Mr. Lurz, and Ms. Korecki violated the requirements of the Act, as specified in subparagraph (f)
of paragraph 31above. Accordingly, the Village is directed to take imm!ediate and appropriate
action to comply with this opinion by furnishing the requesters with the‘non—exempt portions of
additional records responsive to their requests. This office is providing |the Village Attorney
under separate cover a copy of the pertinent portions of the incident report, e-mails, and records
obtained from Western Union, MoneyGram, Yahoo, and Microsoft. Th:e additional portions of
records provided to the requesters in the supplemental response to the FOIA request that the
Attorney General has concluded must be disclosed are highlighted in yellow. In addition, the
Village should locate and disclose portions of the records reflecting Mr. Sandack's Facebook
account name and Skype user names. This office has also indicated information in the records
that may be properly redacted pursuant to sections 7(1)(b) and 7(1)(c), in accordance with the
analysis in this opinion.

This opinion shall be considered a final decision of an administrative agency for
the purpose of administrative review under the Administrative Review Law. 735 ILCS 5/3-101
ef seq. (West 2014). The Village may obtain judicial review of the decision by filing a
complaint for administrative review in the Circuit Court of Cook County or Sangamon County
within 35 days of the date of this decision, naming the Attorney General of Illinois and Amanda
Vinicky, John O'Connor, Chris Fusco, Nathan Lurz, and Natasha Korecki as defendants. See 5
ILCS 120/7.5 (West 2014). If it chooses to pursue review, the Village should consider whether
Mr. Sandack is a necessary party under section 2-405 of the Code of Ci\:/il Procedure. 735 ILCS
5/2-405 (West 2014). A requester may also obtain judicial review of this decision by filing a
complaint for administrative review in the Circuit Court of Cook Count)lf or Sangamon County
within 35 days of the date of this decision, naming the Attorney General of Illinois, the Village
and the other requesters as defendants or co-plaintiffs. See 5 ILCS 120/7.5 (West 2014). Ifa
requester chooses to pursue review, the requester should also consider whether Mr. Sandack is a
necessary party under section 2-405 of the Code of Civil Procedure. 735 ILCS 5/2-405 (West
2014). ‘

Very truly yours,

LISA MADIGAN

ATTORNEY GENI|3RAL

| M |  Ywoow_
By: '

Michael J. Luke

Counsel to the Attorney General
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